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ABSTRACT

Through this study, we discovered that among three types of compressed data blocks generated through the Deflate
algorithm, No-Payload Non-Compressed Block type (NPNCB) which has no literal data can be randomly generated and
inserted between normal compressed blocks. In the header of the non-compressed block, there is a data area that exists
only for byte alignment, and we called this area as DBA (Disposed Bit Area), where an attacker can hide various malicious
codes and data. Finally we found the vulnerability that hides malicious codes or arbitrary data through inserting NPNCBs
with infected DBA between normal compressed blocks according to a pre-designed attack scenario. Experiments show that
even though contaminated NPNCB blocks were inserted between normal compressed blocks, commercial programs decoded
normally contaminated zip file without any warning, and malicious code could be executed by the malicious decoder.
Keywords: Deflate, Zip, Non-compressed block, Steganography, Malware
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Fig. 2. Variation of DBA size in the non-compressed block
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Fig. 9. NPNCBs inserted compressed file (.m4a)
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Table 4. NPNCBs injected compressed blocks by
malignant encoder with .xlsx file
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Fig. 11. NPNCBs inserted compressed file
(.xIsx) is normally decompressed by commercial
encoder without any alerts
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